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Abstract

This paper presents practical implementations of texts
encryption using an asymmetric encryption algorithm utilizing
Chebyshev polynomials of the first kind.

A computer program has been introduced in the C++
programming language, where it implements the encryption and
decryption process on a text message entered by the user.

The program is written on the ASCII coding of the characters
and signs of the entered text (in English) and used the incremental self-
referencing relationship of Chebyshev polynomials to calculate
modified Chebyshev map in both encryption and decryption relations
and the creation of public keys, as well as some libraries and functions
in Dev-C++ compiler to accomplish encryption and decryption
processes.
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1Al )l cliayiag aklda 2
:(Chebyshev polynomial map) [5,6]isdasdd dgaa CifyfiS gaadai 2.1
Bl Jgaa QIS e Allile e Blie (A CRndandl dpaa GI)IS
tJSAL JsY) sl e Chadiandi dgaa CHES Capad
T (x) = cos(kcos™1x) ... (1)
Te(x): [-1,+1] - [-1,+1] HGITEN
Te(0) €EZ & x €7 Jaf (s cagaall i€ dap Jisik € N*
ANy Gl als 0o b @Y (sleminl) 483) dapul) A0l i,
ipeally il Ol

Ti(x) =2x Ty (x) = T—2(x) ;k=2 ... (2) ’
) Gl g LIS Gy ol Ty (1) = x5 To(x) = 1 oY by

T,(x) = 2x% —1,T3(x) = 4x3 — 3x,T,(x) = 8x* —8x3 + 1, -
Ts(x) = 16x° — 20x% + 5x, Ts(x) = 32x% — 48x* + 18x%2 — 1, ...
casaall 48 alagl (S 1XSa s
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PJSAIL are (bl Gukil) (5% g N Aol 2 e Tye(x)
Y = Tp(x)mod N =ﬁ(2x Tr—1(x) — Ty—> (x))m(;d N ... 3)
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:(1) Jéa
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Ml MZ M3 M4 MS M6 M? M8 M9 MlO Mll M12 M13 M14

72 1101|108 |108|111| 32 | 65 |108|105| 99 |101| 44 | 32 | 73

M15 MlG M17 M18 M19 MZO M21 M22 M23 M24 M25 M26 M27 M28

39 [109| 32 {105(110| 32 | 65 (108|101 (112|112 |111| 46 | 32

Cjlae 2§ dus gl 8l G = M X Ty(K)mod N A8l axdius
Nidd ¢ aill
C; =M, xT;5(41)mod 131 = 72 x 18 = 1296
C, =M, xT;5(41)mod 131 = 101 x 18 = 1818
C3 =M 3 X T;s(41)mod 131 = 108 x 18 = 1944
C, [ Co | Ci[Ci|Cs[Coe|Cr[Cs|Co|[Cu|[Cu|Ciu|[Cis|]Cu
1296|1818|1944|1944|1998| 576 |1170|1944|1890|1782|1818| 792 | 576 |1314
Cls C16 C17 C18 C19 CZO C21 C22 CZ3 CZA CZS CZB C27 C28
702 11962| 576 |11890|1980| 576 |1170|1944|1818|2016|2016|1988| 828 | 576
b WS il o jlae Ay il 3 13
P el )l atall (el o)
"12961818194419441998576117019441890178218187925761314702
196257618901980576117019441818201620161998828576 "

Rl 8 Asga 2
AV A andius Gilull (aill (e padl) Sl
D; = (C;/ T,(Kz)mod N )mod N

bl Gl Apnaall Gaylaall 2ae § Cus
T,(Ky)mod N = T;,(113)mod 131 = 18 lal

Ll i) o Gy g

D, = (C,/ Ty,(113)mod 131)mod 131 = (1296/18)mod 113 = 72

D, = (C,/ Ty,(113)mod 131)mod 131 = (1818/18)mod 113 = 101
) Xa

D1 | D; | Dy | Dy | Ds | Dg | D7 | Dg | Dg | Dig | Dig | Dip | Dig | Dig
72 1101/108|108|111| 32 | 65 |108|105| 99 |101| 44 | 32 | 73
Dis | D16 | D17 | Dig | D1o | Doo | D21 | D2a | Dog | Doa | Das | Dog | Doz | Dog
39 [109| 32 |105|110| 32 | 65 |108|101|112|112|111| 46 | 32

48 hadll e Jiasi (Reverse ASCII) (o aall Qlially (i sai | yual
H | e I [ o |sp| Al i c | e , lsp| |
) sp| i n|sp|A]| I el plplo . | sp
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. "Hello Alice, I'm in Aleppo. ": JLa¥) paill e lase llas Uil
teapl) (aadadl) 3
Dyl iy i) Cilee Mt 4 & Cus C daly malin b Led

/I Encryption & Decryption Using Chebyshev polynomials map
#include<iostream>

#include<fstream>

#include<stdlib.h>

#include<cstring>

#include<math.h>

using namespace std;

void Plain_Text (string& user);

int Public_keyl(int p, int X, int N);

int Public_key2(int g, int X, int N);

int Cheb_Mod (int n, int x, int N);

void File_CipherdTxt (ofstream& CipheredText);

void Encryption (string& st, int p, int g, int x, int N, ofstream& CipheredText);
void Decryption (string& st, int p, int g, int X, int N);

int main ()

{

string user; int N=131; int x=14; int p=12; int g=15; ofstream CipheredText;
Plain_Text(user); //Original message

cout<< "k1= "<<Public_keyl(p, X, N) <<endl;

cout<< "k2= "<<Public_key2(q, x, N) <<endl;
File_CipherdTxt (CipheredText); // Create a file(ixt)
Encryption (user, p, g, X, N, CipheredText); //Encode message
Decryption (user, p, g, X, N); /Decode message

return O;

void Plain_Text (string& user)

{

cout<< "\n\nEnter message to encrypt: **;
getline (cin, user);
cout<<endl;

int Public_keyl(int p, int X, int N)

int keyl=Cheb_Mod (p, X, N);
return(keyl);

int Public_key2(int g, int X, int N)

int key2=Cheb_Mod (q, x, N);
return(key?);

}
void File_CipherdTxt (ofstream& CipheredText)
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CipheredText.open(*'encrypted message file.txt");
void Encryption (string& st, int p, int g, int x, int N, ofstream& CipheredText)
int K1=Public_key1(p, x, N);

cout<<endl<< "The encrypted massage is: " <<endl;
for (int i=0; i<st. length (); i++)

{
int E=st[i]*Cheb_Mod (g, K1, N);
COUt<<E;
CipheredText<<E<<"";
cout<<endl:

CipheredText.close();
}
void Decryption (string& st, int p, int g, int X, int N)

ifstream EnterText;
EnterText.open(*‘encrypted message file.txt™);
if (EnterText.fail())
{
cerr<< "‘fail could not be opened" <<endl;
exit (1);
}
cout<< "\nThe decrypted message is: ** <<endl;
int m [st. length ()];
for (int i=0; i<st. length (); i++)
{

EnterText>>mJi];

}

int K2=Public_key2(q, x, N);

for (int i=0; i<st. length (); i++)

{
int D=(m[i]/Cheb_Mod (p, K2, N)) %N;
char Dec=(char)D;
cout<<Dec;

}

int Cheb_Mod (int n, int X, int N) // Modified Chebyshev polynomials map

intT1, T2;
if (n==0)
return 1;
else
if (n==1)
return Xx;

10



2022 Al 161 saall  Apulu¥) aglall Al s drala Cagay dlase

else

T1=Cheb_Mod (n-1, X, N) %N;
T2=Cheb_Mod (n-2, x, N) %N;
if ((2*x*T1-T2) %N >0)

return (2*x*T1-T2) %N;
else

return (2*x*T1-T2) %N +N;

}

oaill (mye & &b caadiadl (ra Wi oyl Al pas Jial Ly
(o $)lesn X (o () il 8 ) A (355 Fpaam) kg il
Alpll L) paill (amye Ly GllaSy cad Jand @A) g puial) Cale jluse (i
il Gla Jas il sy i i) pail) e il 6ld e any
4 encrypted message file.txt aladls Juai¥) (e (3)ddall dpaaal) cililuall)
oDl galiull 245 Aai o (3) IS - SisnesSl Slea (e bl il

nter message to encrypt: Hello Alice, I'm in Aleppo.

exited after 1.525 seconds with return value 8

(1) Jiall b Ayl Dbyl o il ety jhish) dgles il ¢(3) JSi)
:(2) Jba
tiail) ALl 8l
"The Euphrates River is one of the oldest rivers in the Middle East,
with a length of 2,800 km. Many ancient countries and cities have
flourished on the banks of this river since ancient times, including the

Mesopotamian Empire. The waters of the Euphrates River are mostly
rain and melting snow. Giant dams were built on the Euphrates River,

11
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the most famous of which is the Euphrates Dam, with a height of 200
feet. This river may overlap at the city of Jarablus, as it enters many
cities, including Deir ez-Zor and Ragga. And this river expands greatly
in many cities to form the marshes. It also unites with the Tigris River
in Iraq to form the Shatt al-Arab and then flows into the Arabian Gulf."”

Al I gl e ot g LA Batial el dua) )sal g
:1#?\&pmd\cgudt
N =157, x =17,p = 20, q = 14.
ilially 329 w0yl Ayl il e Bl JEal A dail) aliyall 2wy sl
tloal Cuag calandl)
K; = T,(x)mod N = T,(17)mod 157 = 28
K, = T;(x)mod N = T1,(17)mod 157 = 94

:)le\gqmd\uad\ugccyaaj
"445255125353169636576201593655126042514161485353609
5169643465565625453536042169655656095169658835830535
3169658835406169661485512535316965883572453005353609
5614816966042556562545353604260951696556558301696614
8551253531696408155655300530057245353169636575141609
5614823321696630755656148551216965141169657245353583
0545961485512169658835406169626502332296825442544169
6567157772438169640815141583064131696514158305247556
5535358306148169652475883620158306148604255655353609
5169651415830530016965247556561485565535360951696551
2514162545353169654065724588362016042556560955512535
3530016965883583016966148551253531696519451415830567
1609516965883540616966148551255656095169660425565625
4535360421696609555655830524753531696514158305247556
5535358306148169661485565577753536095233216965565583
0524757246201530055655830545916966148551253531696408
1535360955883593658836148514157775565514158301696365
7577759365565604253532438169644525512535316966307514
1614853536042609516965883540616966148551253531696365
7620159365512604251416148535360951696434655656254535
3604216965141604253531696577758836095614857246413169
6604251415565583016965141583053001696577753535724614
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8556558305459169660955830588363072438169637635565514
1583061481696530051415777609516966307535360425353169
6519462015565572461481696588358301696614855125353169
6365762015936551260425141614853536095169643465565625
4535360422332169661485512535316965777588360956148169
6540651415777588362016095169658835406169663075512556
5524755121696556560951696614855125353169636576201593
6551260425141614853536095169636045141577723321696630
7556561485512169651411696551253535565545955126148169
6588354061696265025442544169654065353535361482438169
6445255125565609516966042556562545353604216965777514
1641316965883625453536042572451415936169651416148169
6614855125353169652475565614864131696588354061696392
2514160425141519457246201609523321696514160951696556
5614816965353583061485353604260951696577751415830641
316965247556561485565535360952332169655655830524 7572
4620153005565583054591696360453535565604216965353646
6238547705883604216965141583053001696434651415989598
9514124381696344558305300169661485512556560951696604
2556562545353604216965353636059365141583053006095169
6545960425353514161485724641316965565583016965777514
1583064131696524755656148556553536095169661485883169
6540658836042577716966148551253531696577751416042609
5551253536095243816963869614816965141572460955883169
6620158305565614853536095169663075565614855121696614
8551253531696445255655459604255656095169643465565625
4535360421696556558301696386960425141598916966148588
3169654065883604257771696614855125353169643995512514
1614861481696514157242385344560425141519416965141583
0530016966148551253535830169654065724588363076095169
6556558306148588316966148551253531696344560425141519
4556551415830169637636201572454062438".

sl sl iy el lee e JS) aapd) 24 gl o (4) IS
: o) AL
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